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Chapter 1 – Introduction

On April 13, 2000, the Canadian parliament assented to the Personal Information and Electronic Documents Protection Act (PIPEDA). PIPEDA provides Canadians with a right of privacy with respect to their personal information that is collected, used or disclosed by an organization in the private sector.  As of January 1, 2004 PIPEDA applied to every individual or organization that collects, uses or discloses personal information in the course of a commercial activity.  
There have been a number of publications designed to assist organizations in dealing with privacy. However, none have been published that are specifically intended to assist public accounting firms in assessing the impact on PIPEDA on either the services they provide or the management of their practice.

While there may be some constitutional issues relating to the reach of PIPEDA, the Canadian Institute of Chartered Accountants (CICA) believes that it is in the best interest of public accounting firms to operate on the premise that the privacy legislation applies to all areas related to the practice of public accounting, including professional services provided to clients and firm administration. 
This document is intended to provide practical guidance on some of the key issues that have been identified as being of particular concern to public accounting firms. The CICA will continue to monitor privacy issues and update this document from time to time as necessary.

For the purposes of this document, it is assumed that the readers are knowledgeable about privacy. If you wish to know more about the subject we suggest you go to www.cica.ca/privacy We suggest that you refer to the AICPA/CICA Privacy Framework (on that page) to obtain an understanding of the many privacy issues that should be considered. You may also wish to refer to the CICA’s Auditing and Assurance Standards Department Risk Alert “Impact of Federal Privacy Legislation On Professional Services Provided by Practitioners” (October 2003) to provide high-level guidance for practitioners. (www.cica.ca/index.cfm/ci_id/222/la_id/1.htm) as well as the November 2003 edition of CA magazine which featured articles on privacy (www.camagazine.com) 

The purpose of this guide is to:

· Identify key privacy issues that apply particularly to public accounting firms and practitioners, and
· Consider various key issues including:

· Identifying personal information and affording it appropriate treatment;

· Policies for documenting personal information in client files;

· Policies for staff access to files;

· Policies for file security.

It is structured on the basis of specific issues identified by the CICA. These are divided into two major categories:

1. Privacy issues relating to professional services provided by public accounting firms and practitioners to their clients (Chapters 2 and 3), and
2. Privacy issues relating to the administrative practices of public accounting firms that may involve the collection, use, disclosure and retention of personal information (Chapter 4). 

Chapter 2 - Impact on PUBLIC ACCOUNTING Firms AND PRACTITIONERS
Introduction

Public accounting firms (“firm” or “practitioner”) traditionally offer a variety of services.  As such, the extent of personal information that a firm may acquire in order to complete specific engagements, and to provide the services expected, varies widely.

Certain information collected in the course of providing services or running a practice will fall within the definition of personal information under PIPEDA.  Other information, while it is personal information, may be protected by other pieces of legislation, and therefore may not be considered personal information for the purposes of the Federal Act. Accordingly, firms may not be required to obtain consent in order to collect or use that information.  For example, information obtained during the course of an investigation or the breach of an agreement or the laws of Canada or Province may be protected. Similarly, information that is required to be obtained under an Act, may result in the collection of information that a professional accountant does not require consent in order to collect, use or disclose.

Other information about an identifiable individual may be related to more than one individual. Accordingly, care must be taken in utilizing this information or disclosing this information when it would compromise the privacy of another individual.  Further, all personal information, from whatever source, must be adequately safeguarded and secured. Requestors of information must be authenticated prior to the release of information in accordance with section 9 of the Act or the individual access principle of the model code.  Accordingly, it will be necessary to identify: 
· the business functions or services provided within their professional practice
· the personal information collected, used and disclosed in performing the various professional services within those functions or services
· the purpose for which the information is collected
· the consent obtained or required to be obtained in order to use that information
· the specific legislative or regulatory requirement which may impact upon that information.

This analysis must be conducted from two perspectives a services provider perspective and a business perspective. For example, a firm would determine what personal information is collected as a result of the services provided separately from personal information collected in the course of identifying or investigating potential new clients or collected, for example, as part of a contract data base.

In addressing personal information privacy, therefore, it is necessary for the firm to identify:

· all of the personal information it collects, uses and discloses

· the purpose for which the collection, use and disclosure occurs 

· information with respect to the retention of personal information, its destruction, and

· confirmation that its use did not exceed those for which consent has been obtained.

Privacy Issues 

Professional Services

The first step a firm should take is to appoint an individual responsible for the identification, documentation and management of personal information within each of the practice areas.  For smaller firms this may be one person. All practice areas should be covered, for example, accounting, assurance, tax, advisory services, bankruptcy, investigations, and management.  Access to, and use of, personal information within each of these areas should be documented.  Traditionally, these are called collection, use and disclosure maps and they document the various processes through which personal information is collected, used, shared within the organization, disclosed outside the organization, retained and eventually destroyed.

It is also important that the firm identify interactions with any third party activities that may form a part of the personal information content, such as release of personal information to financial institutions, insurance and pension organizations, other public accounting firms, as well as voluntarily to regulators.

Third party activity should also be considered when a practitioner provides professional services that require access to and use of personal information, for example, when performing certain controllership or management functions for a client. Other professional services including trustee in bankruptcy or preparation of tax returns, require access to and use of personal information. In all cases, where personal information is being acquired, consent should be obtained. If consent is not received directly from the individual, an agreement should be reached with the client or other party providing the information that it has consent from the individual to release the information to the firm or the information is being provided as required by law.

Administrative Activities

In addition to professional services offered to clients, firms should address PIPEDA from an organizational perspective. Firms have internal administrative functions and systems such as human resource systems, accounting systems, filing systems, reports, working papers, and marketing information to name a few.  It is essential that firms consider privacy for each of these activities.  
PIPEDA applies when a firm collects personal information as part of its operations. However, PIPEDA does not apply to the personal information provided about the firm’s employees.
  Nevertheless, firms might consider voluntarily applying PIPEDA requirements to personal information of its employees to be consistent with the spirit of PIPEDA. 

Some practical examples of activities that involve the collection of personal information include:

· The firm’s client acceptance process may involve performing background checks on individuals within potential client’s organization; in other words, collecting information about an identifiable individual.  A concern exists as to whether or not consent has been obtained.  
· Simple items, such as expense accounts, frequently indicate a home address as in the case of a taxi receipt, or locations visited, such as cell phone bills.  While required to perform normal business activities, the information contained therein does include some personal information and therefore should be adequately safeguarded.  
· With respect to marketing material, consent should be obtained prior to adding someone to a mailing list, or providing them with specific information.  
· Websites, where email addresses or additional information and profiles of individual are obtained, should have a privacy statement and adequately safeguard any information collected. 
· Manual business processes, back office systems and files should be made privacy compliant.  
Collecting personal information requires that not only are individuals allowed to express consent, as well as being allowed to opt out or opt in, they are given a choice with respect to what information they do or do not provide, what the firm can and cannot do with the information and the consequences of not providing specific information.  The firm must have policies, procedures that ensure they will honour those choices.

From a systems perspective, this requires that systems be designed to record consent, to provide some granularity in recording consent, and that all requests for information are tested against the consent recorded on file whenever the database is used. Application programs may need to be changed to ensure that only activities to which the individual has consented are performed by the application.  For example, if the individual has consented to receiving tax information, but none other, the firm must ensure that the request is honoured.

Legislation - Regulations

Certain activities of the firm will be governed by legislation and/or regulations.  Examples include acting as a trustee in bankruptcy, receivership work, litigation support, or providing information requested by a regulator.

In these cases, the firm will have to determine the specific regulations and legislation that govern the activity and, where the collection, use or disclosure of personal information is involved, ensure that the requirements of PIPEDA have been considered.  

Sections 7, 8 and 9 of PIPEDA provide guidance on when personal information may be collected, used or disclosed without consent.  While the circumstances are limited, care should be taken to ensure that the rights of the individual are not violated when use of the provisions in these sections are contemplated.

Contractual Agreements 

Frequently, firms are involved in technical aspects of client business transactions that include legal contracts. These contracts often directly or indirectly contain personal information.

Firms should ensure that the personal information provided to them during the course of their engagement has been provided in accordance with the identified purpose, that the individual has provided the appropriate consent to the client and that the client has indicated this to the firm.  Further, in some types of engagements the client may wish to contractually bind the firm to adhere to its privacy practices and procedures.  Most often this will be in the form of specific clauses in an engagement letter of other contract vehicle.

Firms may want to take the initiative and place privacy clauses in their standard terms and conditions of business.
Principles Not Impacted by Service Type Provided
Schedule 1 to the Federal Privacy Legislation comprises 10 principles.  Four of these:
#1 Accountability, #8 Openness, #9 Individual Access and #10 Challenging Compliance can be dealt with at the firm’s management level.  The remaining six should be dealt with at the functional business unit (if these units exist), service line level or partner level as appropriate within the firm.

Principle 1 - Accountability
Under the accountability principle, the firm needs to:

· Designate an individual to oversee compliance with the Act

· Ensure comparable levels of protection are in place in third party organizations used to process personal information (responsibility remains with your professional practice or firm)
· Implement policies and practices to give effect to the 10 principles 

· Ensure that staff is trained.

The appointment of a designated individual, sometimes called the chief privacy officer (CPO) focuses the ultimate responsibility for implementation of the privacy act on one central person.

In order to lend credibility to the privacy requirements, assigning the role to a senior individual is preferable than having shared responsibility within the firm. This lends the privacy process legitimacy in the eyes of the individuals, or various departments of the firm, that are required to comply with the privacy process. The designation of a responsible individual does not relieve the firm of other obligations to comply with the privacy principles in the Act. Instead, it formally establishes a single source as being responsible to act as the personal information “custodian” or “trustee”. This individual serves as the intermediary between individuals who provide personal information and those who use that information, whether they are third parties or internal staff.
The responsibilities of the CPO should include:

· Facilitate compliance with the relevant privacy legislation (either PIPEDA or Provincial)

· Ensure that all persons employed by the firm are properly informed of their duties under the privacy legislation

· Respond to public enquiries about the firm’s information practices, and 

· Receive, and deal with, any complaints from the public about alleged contravention of the privacy legislation or regulations if such an event were to occur.

The role will involve over time:

· Initially the role will be to create awareness about privacy, to build a privacy team, if appropriate to the size of the firm, and to develop and implement a privacy program.

· Once the privacy program is up and running, the role will change from start up to one of maintaining, monitoring, enforcing and updating.

· In addition, as associates, partners, clients and staff begin to exercise their privacy rights, the role will expand to accommodate access requests, complaints and possibly investigations by privacy officials.

· Finally, the CPO will ensure requests for “individual access” are recorded and dealt with in a competent and timely manner.

Who should be appointed as the responsible person? There may be a temptation for the executive partner or senior partner to undertake these responsibilities since the individual needs to have sufficient authority to implement privacy processes and manage compliance with the legislation. In the legal field the executive partner of some law firms has indeed taken on this role. Given the amount of time that such a role can consume, however, it is recommended that another member of the executive team, management committee or senior member of the firm be assigned the role.

Having appointed the responsible person, consideration should be given to forming a privacy committee with representation from each service department. These individuals will be responsible for ensuring that privacy is implemented in their respective areas since becoming privacy compliant requires educational, technical and policy development activities. Various initial meetings between the CPO and members of the privacy committee should be conducted to outline privacy requirements and to solicit support for the privacy function. The importance and size of a privacy committee will be dependant on the size of the firm, the services it provides and the geographic areas serviced.
Principle 8 - Openness

Various risks are associated with the failure to meet the Openness principle. For example, if an individual cannot readily determine the firm’s privacy policies and practices, trust and confidence will be undermined, potentially resulting in the denial of consent to use personal information for business purposes.

The firm will need to provide the general public, potential clients and existing clients with easy to understand and readily available information on how the firm manages personal information. It will need to include:

· Information on the person accountable for privacy (for example, the CPO), such as the name or title, address and other contact information.

· A description of the type of personal information held and a general statement of its use, including whether it is made available to related organizations.
· A copy of any brochures or other documents that explain the privacy policies, standards and codes.
· How individuals can gain access to their personal information.
Principle 9 – Individual Access

Various risks are associated with the failure to meet this principle. This is one of the few areas of the Act in which an organization may receive fines for non-compliance.

Individuals must be told how to contact the firm regarding any inquiries or complaints. It is important for the firm to have procedures in place to be able to gather all personal information about an individual and provide it to that person upon request within a reasonable period of time, normally 30 days.

Individuals are entitled to know what information the firm has about them, who they have disclosed it to, and any assistance available in accessing the information.  In other provinces such as Alberta, the individual is entitled to know under what circumstance the information was disclosed.

Firms must also ensure that procedures are in place to authenticate the individual requesting the information as being the subject or to determine that the individual requesting information has other legal status to permit them to receive access to the information.

Principle 10 - Challenging Compliance

This principle acknowledges the right of individuals to challenge an organization’s compliance with privacy principles and stated policies and practices. In this regard, an organization is obliged to provide the means by which an individual can exercise that right. This includes explaining the organization’s procedures and the various avenues of recourse available to the individual. A firm needs to investigate all complaints and have simple and easily accessible complaint procedures. It needs to be able to implement appropriate measures to correct information handling practices and policies.
Accordingly, it is important that the CPO develops easily accessible complaint procedures and informs complainants of their avenues of recourse, including those of industry associations, regulatory bodies and the Privacy Commissioner of Canada. To meet these responsibilities, the CPO would investigate all complaints received, taking care to record the date a complaint is received and the nature of the complaint, and to acknowledge receipt of the complaint promptly. If necessary, the individual would be contacted to clarify the complaint. Normally, the investigation would be assigned to a person with the skills necessary to conduct a fair and impartial review, and the investigator would be given access to all relevant records, employees or others who handled the personal information or access request. The investigator would notify the individual of the outcome of the investigation, informing them of any relevant steps taken. Any inaccurate personal information would be corrected and/or policies and procedures would be modified based on the outcome of the investigation.

Chapter 3 – PRIVACY ISSUES RELATED TO Professional Services

This chapter addresses some of the privacy issues related to specific types of services provided. 
The six remaining Privacy Principles comprising Schedule 1 of PIPEDA need to be addressed at a services rather than enterprise-wide level. In this chapter, those services are categorized as Assurance Services, Accounting Services and Other Services and specific guidance provided for each area.

Assurance Services

There are a number of areas where a practitioner can come into contact with personally identifiable information when providing assurance services. It is important that proper consents have been received in order to access and use the information as part of the audit. In addition, CICA, in October 2003, issued a RiskAlert to provide high-level guidance for practitioners. This should be referred to.
In an assurance engagement personal information is accessed and tested in many areas of an assurance engagement, for example:
· Purchases and payables –including expense reports and payments to individuals outside of the client

· Payroll systems

· Pension and other information

· Sales and accounts receivable – including confirmation of balances owing, home address, etc.
· Executive remuneration – including Directors and Officers
An important issue is the whether a practitioner conducting an assurance engagement is a “third-party processor” for the purposes of PIPEDA. As stated in the CICA Risk Alert 14, “Pending further experience with the legislation, this Risk Alert has adopted the conservative view that accessing personal information in the client’s custody that is needed in an assurance engagement may be considered under PIPEDA as a disclosure requiring consent, rather than a transfer of information processing.”

The practical impact of this is that proper consent should be obtained before the practitioner accesses personal information. However, it is not practicable for a practitioner to obtain consent from, nor to identify purpose, to an individual at the time of selection for testing. Rather, the client should ensure that “use of personal information for audit purpose” clauses are written into consent forms that are signed off by client employees and acknowledged by third parties with whom the client participates in business or non-business relationships. The practitioner should ask that the client provide a representation to the effect that “you represent to us that you have obtained any required consents for the collection, use and disclosure to us of personal information required under applicable privacy legislation.”
The following Table (Table 1) sets out ways in which a practitioner can mitigate privacy risk. 
Table 1
Privacy Risk Mitigation

Audit and Review Services

	CSA Principle
	Risk
	Risk Mitigation Considerations

	Identifying Purposes
	Personal information of client employees, trading partners used for purposes not identified at time of collection
	Client should have an “audit clause” as one of the business purposes identified in general consent. When obtaining consent, the client should consider all of the legitimate business purposes for which the personal information should reasonably be expected to be used and ensure that the consent is appropriate for these purposes. This should include the use of the personal information by the practitioner for conducting professional engagements. It is not practicable for the practitioner to contact data subjects on an individual basis.

	Consent
	Consent for use of personal information of client employees, trading partners used for purposes not obtained at time of collection
	Client should have an “audit clause” identified in general consent. When obtaining consent, the client should consider all of the legitimate business purposes for which the personal information should reasonably be expected to be used, and ensure that the consent is appropriate for these purposes, including use of the personal information by the practitioner for conducting professional engagements. It is not practicable for the practitioner to contact data subjects on an individual basis.

	Limiting Collection
	Information not needed for recording test/results is accumulated in audit working papers.
	Only collect and document personal information to the extent that it is necessary for the engagement. Both the amount and the type of information collected should be limited to that which is necessary to fulfill the purposes identified and that only limited amount of personal information is retained in the working papers. 

	Limiting Use, Disclosure, and Retention
	Client does not inform employees/trading partners that information may be transferred to third parties (The practitioners). Information obtained during audit is used for other than audit purposes. Personal information contained in audit files is maintained for excessive period.
	Client should have an “audit clause” identified in general consent. When obtaining consent, the client will want to consider all of the legitimate business purposes for which the personal information should reasonably be expected to be used, and ensure that the consent is appropriate for these purposes, including use of the personal information by the practitioner for conducting professional engagements.

The practitioner needs to ensure that information contained in the working paper files is (i) not available to individuals not connected to the engagement (except for quality reviews) and (ii) that any personal information obtained during the engagement is not used for other purposes. The practitioner should have internal policies to ensure that staff only access working papers when there is a valid business reason.

Whenever practical, working papers should capture personal information so that it does not readily identify an individual. For example, personal information collected by the client may be used when reviewing the collectibility of a loan receivable from an individual. Once the procedure has been performed, it may be appropriate to document the procedure by reference to the loan number rather than the borrower’s name.

The practitioner should retain working papers containing personal information for no longer that needed for valid business reasons. Valid business reasons include supporting work performances, quality review or possible disciplinary purposes. Where working paper files are stored offsite at third-party locations, the practitioners should review appropriate solutions to prevent unintended disclosure.  The practitioner should review file retention policies periodically and ensure a process to identify files that should be culled or destroyed. The practitioner needs to develop guidelines and implement procedures to govern the retention and destruction of personal information.

	Accuracy
	Inaccurate information is used.
	A practitioner’s procedures may identify inaccuracies in personal information. These should be brought to the client’s attention and should be evaluated in order to conclude on the results if audited. Not practicable for the practitioner to ensure that personal information collected was accurate.

	Safeguards
	If appropriate security measures are not in place, unauthorized parties may be able to access and use, copy, disclose, alter or destroy personal information. Significant harm could be done to the individual whose personal information is compromised and the firm responsible for protecting that information could be held liable. Therefore, the more sensitive the personal information (for example, financial or medical data), the greater the potential harm and the need for increased security.
	Personal information should be protected by security safeguards (physical, organizational and technological measures) that are appropriate to the sensitivity of the information. The firm should consider instituting employee training to heighten awareness of the importance of maintaining the privacy of personal information.

The practitioner should develop and implement policies and procedures for electronic files, storing and backing up electronic files, and for transmission over the Internet and other less than secure environments


Accounting Services

In many non-assurance engagements, a practitioner acts in a third party processing relationship with a client, for example, when preparing corporate income tax returns, processing accounting information, preparing accounting records or in payroll outsourcing. In these engagements, the language of PIPEDA (Principle 4.1.3) suggests that personal information being processed by the practitioner will be considered to be in the possession or custody of the client, not the practitioner. Therefore, the client, and not the practitioner, is responsible for compliance with PIPEDA, including obtaining the necessary consents.

PIPEDA makes it an obligation of the client to use “contractual or other means” to provide a comparable level of protection while the information is being processed by a third party. This has been interpreted to mean that a service provider may not be considered a third party processor unless such “contractual or other means” have been established. In the case of an arm’s-length service provider (i.e., a practitioner providing accounting services), that should be established by contract. Accordingly, no further consent from the individual for the transfer of the information to the practitioner would be needed.
While it is possible that each of the practitioner’s clients could contractually require the practitioner to comply with all of the privacy policies and practices of the client, practitioners should avoid agreeing to such blanket obligations in favour of agreeing to a more discrete set of obligations (for example, to the obligation to protect the personal information with a reasonable level of security).

Practitioners should consider the risk mitigation suggestions presented in Table 1.

Personal Income Tax Services

There are a number of tax services that a practitioner can perform on behalf of an individual, including:

· Personal tax preparation

· Tax planning

· Tax disputes

· Compliance reviews

· Estate planning

Since there is a significant amount of personal information obtained, it is important that the practitioner ensure that sufficient procedures and controls in place for collecting, using and retaining the data. This includes obtaining consent and ensuring that the individual understands all of the purposes for which the information may be used.  Separate consent needs to be obtained from each individual for in preparing tax returns of family members. This should include consent to release personal information to other family members, for example, if one spouse picks up the tax returns of all of the family members.

The essential points to be covered are presented in Table 2.
Table 2
Privacy Risk Mitigation

Income Tax Services

	CSA Principle
	Risk
	Risk Mitigation Considerations

	Identifying Purposes
	Personal information of clients used for purposes not identified at time of collection
	When collecting personal information directly from individuals, practitioners should ensure that the individual understands all of the purposes for which the information may be used, and should consider the need to document that understanding in an engagement contract. In situations where, for example, the practitioner may wish to use personal tax return information to identify potential clients for a new accounting service, that potential new use would require the individual’s consent if it had not been obtained at the time of original collection of the information.

The identifiable purpose should also include information to be created by the firm during the engagement. When information is created by the firm and used to prepare tax returns, such as in the case of income splitting, both parties must provide consent.

Where information will be provided to third parties, such as in the preparation of complex transactions, filings, tax planning, etc., the third parties should be identified and consent obtained.

	Consent
	Consent for use of personal information of client’s family etc. used for purposes not obtained at time of collection
	When collecting personal information directly from individuals, practitioners should ensure that the individual understands and consents to all of the purposes for which the information may be used, and should consider the need to document that understanding in an engagement contract. Separate consent needs to be obtained from each individual for use in preparing tax returns of family members.

	Limiting Collection
	Information not required is accumulated in tax working papers.
	The practitioner needs to ensure that personal information is not being collected indiscriminately and in excessive amounts. Only collect and document personal information to the extent that it is necessary for the engagement. Both the amount and the type of information collected should be limited to that which is necessary to fulfill the purposes identified and that only required personal information is retained in tax papers.

	Limiting Use, Disclosure, and Retention
	Information obtained for the applicable tax service is used for alternative purposes not consented to.  Personal information contained in tax files is not maintained for excessive period.
	When collecting personal information directly from individuals, practitioners should ensure that the individual understands all of the purposes for which the information may be used, and should consider the need to document that understanding in an engagement contract.

The practitioner needs to ensure that information contained in tax files is not available to individuals not connected to the provision of the service (except for quality review) and that any personal information obtained is not used for other purposes. In particular, practitioners may need to develop internal policies to ensure that staff only accesses tax and related working papers when there is a valid business reason to do so. 

The practitioner should retain working papers containing personal information for no longer that needed for statutory purposes, possible legal considerations or peer review or possible disciplinary purposes. 
For example, working papers for the preparation of tax returns may be needed only for the period dictated by CCRA. On the other hand, work papers that support tax planning may need to be maintained for a longer period (after the period in which the tax planning is effected) in order to provide support for the planning if challenged.

The practitioner needs to periodically review file retention policies and ensure a process is in place and is followed that identifies files that should be culled or destroyed. The practitioner needs to develop guidelines and implement procedures to govern the retention and destruction of personal information.

	Accuracy
	Inaccurate information is used.
	The practitioner needs to obtain up-to-date information in order to prepare a tax file. By obtaining current information for preparation of the current year return, the client is in fact providing consent to update current personal records that the practitioner has on file.  In situations where current tax services are not provided, updates on existing tax client personal information should not be done without the consent of the person.

	Safeguards
	If appropriate security measures are not in place, unauthorized parties may be able to access and use, copy, disclose, alter or destroy personal information. Significant harm could be done to the individual whose personal information is compromised and the firm responsible for protecting that information could be held liable. Therefore, the more sensitive the personal information (for example, tax, financial or medical data), the greater the potential harm and the need for increased security.
	Personal information should be protected by security safeguards (physical, organizational and technological measures) that are appropriate to the sensitivity of the information. The firm should institute employee training to heighten awareness of the importance of maintaining the privacy of personal information.

The practitioner needs to have policies and procedures for electronic files, storing and backing up electronic files, and for transmission over the Internet and other less than secure environments


Other Services

Management Services

Some firms undertake certain management activities for their clients. Traditionally these services are provided to small businesses and involve, for example, the provision of a staff member of the firm to act as the client’s controller.  When performing a management role, as in this example, the practitioner has access to personal information about the client’s employees, customers, etc. If the firm provides this type of service, the firm’s policies should address the privacy issues in the contractual arrangement with the client.
Bankruptcy and Trustee Services

Firms engaged in the provision of bankruptcy or trustee services have to comply with a number of professional and legislative directives and guidance. The work may range from activities such as acting as a court appointed trustee to undertaking certain management activities to support a petition for voluntary bankruptcy. Traditionally, a specialty group within the firm provides these services. Care should be taken to ensure that when information is obtained other than as required by a court order, or by law, the purpose has been appropriately identified and the required consent obtained.

Other issues that firms will have to address when providing bankruptcy or trustee services include:

· The possible loss of the “accountable person” when assuming the management activities under a court appointment. When the trustee is acting as the manager it will be necessary to appoint another accountable individual from the remaining employees or assume the responsibility themselves.

· The sale of customer lists or other personal information in cases where assets rather than the entire business is being disposed.

· The gathering of personal information about key employees who may be willing to remain should a buyer be found for the bankrupt organization

· The gathering of personal information on perspective buyers in order to assess their ability to manage the organization

Forensic Accounting and Investigative Services

Most large firms and some boutique firms have established a forensic accounting service to investigate defalcations, frauds or other suspected or actual criminal activity or violation of an agreement. Certain firms have developed additional investigative services and are licensed as private investigators.  While PIPEDA permits the collection, use or disclosure of personal information relevant to the investigation of a breach of the laws of Canada, a province, a foreign government or an agreement, care should be taken to ensure that when information is obtained, it is reasonable and not excessive for the purpose of the investigation and that such collection does not violate the privacy of other individuals.

Further, given the nature of these services, care should be taken that any personal information obtained is adequately secure and safeguarded.  If the results of the investigation prove negative, policies and procedures should be in place to ensure the information is kept no longer than required.

Mergers and Acquisition Services

Firms that provide services to assist in mergers, acquisitions, divestitures and restructuring are faced with additional challenges, for example, the conduct of reviews of management and the board of directors of the target organization. Because such reviews do not constitute an investigation under sections 7 and 8 of PIPEDA, it may be necessary to obtain consent. This may alter the dynamics of the potential transaction and the relationship amongst the principals. These situations should be discussed with legal counsel.
Other Advisory Services

In addition to the previously mentioned services, firms frequently undertake other assignments designed to provide advice to management and the board. These services may include:

· Development of business plans, forecast and budgets

· Development of financial and operating policies and procedures

· Assessments of internal controls and other procedures designed to ensure the integrity of information

· Provision of advice on staffing, employee skill levels, compensation and other business matters

Each of these services may involve the collection, use and disclosure of personal information. Practitioners are cautioned to ensure that any personal information provided to them by their clients and any subsequent use of that information has received the appropriate consent. 
Practitioners should consider the discussion under Accounting Services and Table 1 for additional guidance.
Security and Confidentiality

Under professional standards, a firm needs to protect the confidentiality of all client information. In many respects, the practical issues regarding this requirement parallel the requirements related to keeping personal information private, consistent with the uses of the information for which consent has been obtained.

In all cases, clients are likely to expect that the level of security over personal information provided by the firm will be at least equal to that provided by the client organization itself. Maintaining such a level of security is a requirement under PIPEDA when the firm is the recipient of the transfer of personal information from the client organization. Security measures should be consistent with the sensitivity of the personal information.

Provision of specific guidance with respect to safeguarding the privacy of personal information provided by clients is beyond the scope of this document. For examples of the security policies, and the nature and extent of security controls that an organization might be expected to apply, the AICPA/CICA Privacy Framework (www.cica.ca/privacy) is a useful reference source.

Examples of Privacy Communications

The following three examples illustrate the form and content of privacy communications that a firm may wish to issue when dealing with privacy matters resulting from engagements to provide services to organizations.

These examples are presented for illustrative purposes and are intentionally comprehensive. They should be revised by the firm to meet the specific circumstances of the engagement. 

EXAMPLE 1

	PUBLIC ACCOUNTING FIRM

	PRIVACY POLICY TO BE PROVIDED TO CLIENTS 

	

	Introduction

	

	(Name of firm) collects, uses and discloses personal information in the possession, or under the control, of its clients to the extent required to fulfill its professional responsibilities and operate its business. The firm is committed to maintaining the privacy of personal information provided by its clients and protecting all personal information in its possession or control. This Privacy Policy sets out the principles and procedures that the firm follows in meeting its privacy commitments to its clients and complying with the requirements of federal and provincial privacy legislation. 

	

	Principle #1: The firm is accountable for personal information in its possession or control.

	

	· The firm is accountable for all personal information in its possession or control. This includes any personal information that the firm received directly from clients who are individuals, or indirectly, through clients that are organizations (e.g., corporations, government entities, not-for-profit organizations). 

	

	· The firm has:

	· established and put into effect policies and procedures aimed at properly protecting personal information;

	· educated its partners and employees regarding its privacy policy and their role and responsibilities in keeping personal information private; and

	· appointed its Chief Privacy Officer to oversee privacy issues at the firm.  

	

	Principle #2 The firm identifies the purposes for which it collects personal information from clients before it is collected. 

	

	· The firm collects personal information from clients and uses and discloses such information, only to provide the professional services that the client has requested. Each service the firm provides is described in an engagement letter with the client. The engagement letter includes a description of the personal information the firm will require, why it is required, the uses that will be made of the information, and with whom it may be shared in the course of providing the firm’s professional services. 

	

	· The personal information collected from a client during the course of a professional service engagement may be:

	· shared with the firm’s personnel participating in such engagement;

	· disclosed to partners and employees within the firm to the extent required to asses compliance with applicable professional standards and rules of professional conduct, and the firm’s policies, including providing quality control reviews of work performed; 

	· Disclosed to members of the organization’s audit committee and board of directors, and others in the company that might not otherwise have access to the information, in the course of communicating aspects of the results of our audit; and

	· provided to external professional practice inspectors (e.g., representatives of the Canadian Public Accountability Board, or a provincial institute of chartered accountants), who by law, professional regulation, or contract have the right of access to the firm’s files for inspection purposes. 

	

	Principle #3 – The firm obtains a client’s consent before collecting personal information from that client.

	

	· Before the firm undertakes a professional services engagement, it requires the prospective client to sign an engagement letter or contract. The engagement letter or contract includes a description of the personal information the firm will require, why it is required, the uses that will be made of the information, and with whom it may be shared in the course of providing the firm’s professional services. By signing the engagement letter or contract, the client provides its agreement that proper consents to the collection, use and disclosure of personal information as set out in the letter have been or will be obtained (the consent of the individual is the responsibility of the client not the auditor).

	

	Principle #4 – The firm collects only that personal information required to perform its professional services and operate its business, and such information is collected by fair and lawful means.

	

	Principle #5 – The firm uses or discloses personal information only for purposes for which it has consent, or as required by law.  The firm retains personal information only as long as necessary to fulfill those purposes.

	

	· As required by professional standards, rules of professional conduct and regulation, the firm documents the work it performs in records, commonly called working paper files. Such files may include personal information obtained from a client. 

	

	· Working paper files and other files containing, for example, copies of personal tax returns are retained for the time period required by law and regulation, including Rules of Professional Conduct. 

	

	· The firm regularly and systematically destroys, erases, or makes anonymous personal information no longer required to fulfill the identified collection purposes, and no longer required by laws and regulations.

	

	Principle #6 – The firm endeavours to keep accurate, complete, and up-to-date, personal information in its possession or control, to the extent required to meet the purposes for which it was collected.

	

	· Certain customer and other information is used to form an opinion in an audit and needs to be accurate to be relied upon, as a result, updating the information is encouraged on an annual basis. 

	

	Principle #7 – The firm protects the privacy of personal information in its possession or control by using security safeguards appropriate to the sensitivity of the information.

	

	· Physical security (e.g., restricted access, locked rooms and filing cabinets) is maintained over personal information stored in hard copy form. Partners and employees are authorized to access personal information based on client assignment and quality control responsibilities.

	

	· Authentication is used to prevent unauthorized access to personal information stored electronically. Encryption is used to prevent unauthorized access to personal information received or sent over the Internet.

	

	· For files and other materials containing personal information entrusted to a third party service provider (e.g., a provider of paper based or electronic file storage), the firm obtains appropriate assurance to affirm that the level of protection of personal information by the third party is equivalent to that of the firm.

	

	Principle #8 –The firm is open about the procedures it uses to manage personal information.

	· Up-to-date information on the firm’s privacy policy can be obtained from the firm’s Privacy Officer (see contact information under principal 1) or at the firm’s web site.

	

	Principle #9 – The firm responds on a timely basis to requests from clients about their personal information which the firm possesses or controls. 

	

	· Individual clients of the firm have the right to contact the engagement partner in charge of providing service to them and obtain access to their personal information. Similarly, authorized officers or employees of organizations that are clients of the firm have the right to contact the engagement partner in charge of providing service to them and obtain access to personal information provided by that client. In certain situations, however, the firm may not be able to give clients access to all their personal information. The firm will explain the reasons why access must be denied and any recourse the client may have, except where prohibited by law.

	

	Principle #10 – Clients may challenge the firm’s compliance with is Privacy Policy.

	

	· The firm has policies and procedures to receive, investigate, and respond to clients’ complaints and questions relating to privacy.

	

	· To challenge the firm’s compliance with its Privacy Policy, clients are asked to provide an email message or letter to the firm’s Privacy Officer (see contact information under principal 1 above). The firm’s Privacy Officer will ensure that a complete investigation of a client complaint is undertaken and will report the results of this investigation to the client within 30 days.

	

	· If you have any questions about the firm’s privacy policies and practices, the firm’s Privacy Officer can be reached by email at (insert email address), by phone at (insert phone #) and by letter (insert address of office at which Privacy Officer is located).

	


EXAMPLE 2

	EXAMPLE OF CLAUSES RELATED TO PRIVACY MATTERS IN 

FINANCIAL STATEMENT ASSURANCE ENGAGEMENT LETTER OR CONTRACT

	

	PRIVACY

	

	During the course of planning, performing and reporting on the results of the firm’s audit of the company’s financial statements, it is anticipated that partners and employees of the firm assigned to this audit engagement will need to obtain, use and disclose personal information in the possession of, or under the control of, the company. 

	

	Types of personal information to which the firm may need access 

	

	Such personal information could include:

	

	List the types of personal information to which the partner and staff on the audit will like need to have access. Examples include personal information of customers, employees and others having dealings with the company such as:

	· home addresses

	· home telephone numbers

	· personal identification numbers (e.g., social insurance numbers, credit card numbers)

	· financial information (credit ratings, payroll information, personal indebtedness)

	· personnel information (e.g., employment history, references to criminal records)

	· information linked to the type of organization being audited, for example:

	· information in medical records (e.g., in auditing organizations such as hospitals or medical practices)

	· information related to race, religion, sexual preference, receipt of welfare or subsidized housing (e.g., in auditing various types of not-for-profit and government entities)

	· source data in claims and in-force databases (e.g., in the audit of an insurance company)

	· tenant information (e.g., in the audit of a residential leasing company).

	

	Reasons why the firm needs access to this personal information and how the firm will use it 

	

	The partners and staff involved in the audit need access to some or all of the types of personal information noted above in obtaining audit evidence to support the firm’s opinion on the company’s financial statements. Such personal information will be a significant component of various transactions and events affecting the financial statements that will be subjected to confirmation, testing, analyses and such other procedures as the firm consider necessary to perform an audit in accordance with generally accepted auditing standards. 

	

	Use of personal information obtained during the audit

	

	The personal information obtained from the company during the course of a professional service engagement may be:

	· used among the firm’s personnel participating in the audit;

	· used by to partners and employees within the firm to the extent required to assess compliance with applicable professional standards and rules of professional conduct, and the firm’s policies, including providing quality control reviews of work performed; and

	· provided to members of the company’s audit committee and board of directors, and others in the company that might not otherwise have access to the information, in the course of communicating aspects of the results of our audit. 

	

	Responsibility for obtaining consent from third parties

	

	The company is responsible for obtaining, when required under law or regulation, consent for the firm to obtain, use and disclose such personal information for the purposes noted above. Such consent, if required, would need to be obtained from the parties that provided the company with their personal information. The company may need to seek legal counsel to determine whether such consent is required and, if so, the nature of the consent (e.g., implicit or explicit). 

	

	The firm’s commitment to privacy

	

	Our firm is committed to protecting the privacy of such personal information and will follow the policies and procedures set out in our Privacy Policy regarding client information, which is attached as Appendix A to this letter.


 EXAMPLE 3

	EXAMPLE OF PRIVACY POLICY NOTICE IN CONNECTION WITH

PERSONAL INCOME TAX SERVICES

	

	Tax Accountant LLP – Privacy Policy

	

	CA’s providing tax services and personal financial services providers are required by PIPEDA to disclose their privacy policies to clients. These policies pertain to the personal information of current and former clients.

	

	Tax Accountant LLP has always protected your right to privacy with stringent firm standards which surpass professional standards.

	

	In order to assist you with your professional needs and, in some cases, to comply with professional guidelines, we retain records relating to the professional services we provide you. We have rigorous physical, electronic, and procedural safeguards in place to protect these records, and they are accessed internally only on an ‘as-needed’ basis.

	

	Personal information is never collected without your authorization and consent, and we do not disclose such information except to you, third parties authorized by you or as required or permitted by law. In the preparation of personal income tax returns we will disclose certain information, as authorized by you, to third party tax service providers such as XYZ TaxSoftware; the vendor providing us with our tax compliance software: TaxITTM.

	

	TaxITTM has released its own Privacy Policy Statement, reproduced here with their permission, in full and without modification.

	

	TaxITTM Privacy Statement

	

	TaxITTM, is committed to maintaining the confidentiality of our clients’ personal information and recognizing the importance that all clients place on the privacy and confidentiality of their information. While TaxITTM, is constantly striving to implement new technologies to more efficiently serve our clients, all technologies are subjected to a thorough review and selected testing to maintain our rigorous privacy standards.

	

	When collecting, using, storing, and maintaining information about your clients’ that is provided to us, such as TaxITTM T1 information and electronically filed returns, extensive internal controls are maintained throughout the process to ensure security and confidentiality.

	

	Data sent from your firm to TaxITTM’s secure servers is encrypted to ensure safety and privacy during transmission.

	

	In addition, TaxITTM’s Internet-based systems are protected behind firewalls and all mission critical servers are protected by intrusion detection and intrusion prevention software. All data is maintained and backed-up on a regular schedule basis to provide adequate redundancy and ensure that the integrity or information is never jeopardized.

	

	TaxITTM employees are subject to a strict employment policy regarding confidentiality and internal access to customer data. Information provided by your firm is used strictly for lawful business purposes and is never shared with third parties without your consent, except as required by law.

	

	Privacy is a key component in creating trust; trust in the use of your information, trust in the computation of your income taxes and other services that TaxITTM provides. For further information contact our privacy officer at 505-666-1000. This policy is effective January 1, 2004.


EXAMPLE 4

	EXAMPLE OF A CONSENT NOTIFICATION IN CONNECTION WITH

PROFESSIONAL SERVICES TO BE PERFORMED BY 

THE PUBLIC ACCOUNTING FIRM

	

	Types of Information We Collect

	

	Audit and Accounting LLP collects certain personal information about you – but only when that information is provided by you or is obtained by us with your authorization. We use that information to prepare your personal income tax returns and to provide various tax and financial planning services to you at your request.

	

	Examples of sources from which we collect information include:

	

	· Interviews and phone calls with you

· Letters or e-mails from you

· Tax return or financial planning organizers

· Financial history questionnaires

	

	Parties to Whom We Disclose Information

	

	Audit and Accounting LLP, as a general rule, does not disclose personal information about our clients or former clients to anyone. Our policy is to disclose personal information about our clients to our affiliates, Control management Ltd. And Audit and Accounting Ventures LLC only with the client’s express authorization. However, to the extent permitted by law and any applicable provincial code of Professional Conduct, certain non public information about you may be disclosed in the following situations:

	

	· To comply with a validly issued and enforceable subpoena or summons.

	

	· In the course of a review of our firm’s practices in accordance with professional practice inspection requirements, or as necessary to properly respond to an inquiry or compliant from a provincial institute or other body that has the right to examine our practice.

	

	· In the event of a prospective purchase, sale, or merger, provided that we take appropriate precautions (for example, through a written confidentiality agreement) so the prospective purchaser or merger partner does not disclose information obtained in the course of the review.

	

	· As a part of any actual or threatened legal proceedings or alternative dispute resolution proceedings either initiated by or against us, provided we disclose only the information necessary to file, pursue, or defined against the lawsuit and take reasonable precautions to ensure that the information disclosed does not become a matter of public record.

	

	· To provide information to affiliates or the firm and non-affiliated third parties who perform services or functions for us in conjunction with our services to you, but only if we have a contractual agreement with the other party which prohibits them from disclosing or using the information other than for the purposes for which it was disclosed. (Examples of such disclosures include using an outside service bureau to process tax returns or engaging a records-retention agency to store prior year records.)

	

	Use of Personal Information

	

	We use the information collected under this Policy to perform services within the scope of our engagement and to inform you through a communications channel including phone, fax, electronic mail, about new services to provide information that we think will be of interest to you such as conferences we hold, changes in the law or accounting practices, or other professional or business developments. If you do not wish to receive such information, you may opt out by sending an email to webmaster@Audit-and-Accounting.com or by advising your Audit and Accounting contact and we will discontinue sending you information other than in regard to your account.

	

	Confidentiality and Security of Personal Information

	

	Except as otherwise described in this notice, we restrict access to non public personal information about you to employees of our firm and other parties who must use that information to provide services to you. Their right to further disclose and use the information is limited by the policies of our firm, applicable law, our Code of Professional Conduct, and nondisclosure agreements where appropriate. We also maintain physical, electronic, and procedural safeguards in compliance with applicable laws and regulations to guard your personal information from unauthorized access, alteration, or premature destruction.


Chapter 4 – PRIVACY administration IN a firm

Firms obtain, use, and, in some cases, disclose personal information in the course of operating a professional practice.  Examples of operating activities that a firm might undertake that could result in privacy issues include, for example:

· Collecting personal information in the course of identifying potential clients or in providing information such as newsletters through a Web site

· Performing background checks of board members and key management of clients and perspective clients

· Obtaining police and/or credit checks on potential employees

· Responding to reference checks on former employees

· Obtaining personal information through marketing – including web initiatives

· Obtaining personal through trade relationships (purchasing).

Notice and Consent

Like all other organizations that are subject to PIPEDA, a firm needs to provide notice about its privacy policies and procedures and identify the purposes for which it collects, uses, and discloses personal information. This is usually set out in its privacy policies and statement. The firm should obtain implicit or explicit consent with the respect to the collection, use, and disclosure of such personal information and describe the choices available to the individual with respect to providing personal information to the firm.
Security Over Personal Information

Individuals will expect the firm to have security measures in place to adequately protect the privacy of the personal information that they provide. Security measures should be consistent with the sensitivity of the personal information. 

Provision of specific guidance with respect to safeguarding the privacy of personal information provided by clients is beyond the scope of this document. For examples of the security policies and the nature and extent of security controls that an organization might be expected to apply, the AICPA/CICA Privacy Framework (www.cica.ca/privacy) is a useful reference source.

Other Privacy Administrative Considerations

The guidance provided by CICA supporting the release of the AICPA/CICA Privacy Framework can be referred to for guidance on issues such as developing employee, customer and other privacy statements.

From an administrative perspective, firms should consider developing three levels of privacy policies/guidance. Of course, the complexity of these will depend on the size of the firm and nature of its practice and three levels might not be needed or appropriate for some firms. 
· High level privacy policy – This is the high level privacy policy that conveys information about the organization, its approach to privacy, who to contact and the general uses of personal information

· Detailed privacy policy – This is a more detailed privacy policy that provides significantly more information and addresses, in detail, the organizations collection, derivation, use, sharing, disclosure, retention and destruction of personal information. This document is intended for release to the public upon a request for more information about the organization’s policies 

· Organizational privacy procedures – These are comprehensive specific organizational procedures required to implement privacy within the firm. Documentation of the organizational privacy procedures are not intended for release outside of the organization. The privacy procedures should include scenario based information such as:

· Instructions for the call center or receptionist in dealing with requests for access

· Procedures for granting internal users access to databases that contain personal information

· Techniques and procedures for securing working paper files that contain personal information

· Instructions to systems analysts, programmers and other information technology professionals governing the development and maintenance of application programs, query languages, etc, that access databases and use personal information.

· Procedures governing the retention, destruction and deletion of personal information.

· Procedures and consents required to replicate personal information, such as emergency telephone numbers downloaded to notebooks, PDAs or home computers. 

The individual(s) responsible for administrative processes in the firm should also address the procedures to be followed to monitor compliance with the privacy legislation. In particular, there are three situations that should be monitored and that should invoke certain time sensitive responses. They are:

· Request for information – A request for information will most likely result in the release of the Detailed Privacy Policy or Policies in order to provide the requestor with specific information to address his or her question or concern. 

· Request for Individual Access – A request by an individual for access to information that the firm retains about themselves should be dealt with promptly, given the 30 day time limit imposed by PIPEDA. Procedures should be in place to classify or focus the request, identify the information and respond. Care must be taken to ensure such requests do not violate other restrictions on the release of the information, such as being the subject of a CSIS or RCMP investigation, or that would violate the privacy of another individual. Metrics should be established to identify problem responses based on time, effort or other criteria and where problems are evident, escalation processes should be invoked.

· Complaint – A complaint should initially cause concern and be escalated immediately. The complaintant may be satisfied with specific information, an opportunity to discuss issues with a senior official of the organization, or an apology.  Failure to respond quickly could result in the complainant going to the Privacy Commissioner or the press; both of which should be avoided if possible.

Examples of Privacy Notices

Example 5 illustrates a privacy notice that a firm could provide to its employees. As mentioned previously, PIPEDA is not applicable to personal information of employees. However, members are encouraged to provide similar protection to the personal information of employees. This example provides a sample privacy notice that covers the personal information of employees and is consistent with the principles in PIPEDA.
Example 6 illustrates a privacy notice that a firm could provide to individuals that request information or other items from the firm.

These examples are presented for illustrative purposes only and are comprehensive. They should be revised by the firm to meet its specific circumstances. 
EXAMPLE 5

	EXAMPLE OF A FIRM’S [ABC]

	PRIVACY NOTICE TO PARTNERS AND EMPLOYEES 

	

	At ABC [name of firm], we are committed to respecting the privacy of the firm’s partners and its employees.

	

	ABC recognizes partners and employees as assets. Because we respect and value you as a partner or employee, we also want you to understand that we will protect the privacy of your personal information that you provide to the firm as a result of your partnership or employment relationship with the firm. 

	

	This privacy notice is designed to explain to you what personal information ABC collects about you as a partner or employee, and the use to which ABC puts that information. The notice will also explain how your personal information is kept secure from inappropriate disclosure or use.

	

	This privacy notice is also designed to voluntarily comply with the federal Protection of Personal Information and Electronic Documents Act (PIPEDA). 

	

	COLLECTION AND USE OF PERSONAL INFORMATION

	

	Application and New Hire Information

	As soon as you are hired, ABC begins keeping your personnel file. Examples of some of the information your file might contain include the following:

	· resume and/or application;

	· letters of offer and acceptance of employment;

	· written employment contract;

	· payroll information, including social security number, banking information;

	· wage and benefit information;

	· forms relating to application for employee benefits, such as short and long term disability, medical and dental care;

	· emergency contact information.

	

	Most of the information listed above is required to ensure you are properly identified as an employee of ABC and that you are on the payroll. Emergency contact information is required in case we need to notify anyone of your involvement in an emergency situation while at work.

	

	Performance Information

	While employed with ABC, you will be periodically evaluated (at least annually), and changes to your employment status may occur. For example, you may receive salary increases and promotions, and may become a partner of the firm. You may also complete internal or outside courses. All of this information is collected and maintained so that ABC can properly evaluate your performance, determine appropriate levels of compensation, and make decisions about your future as staff member or partner of the firm. 

	

	Examples of performance information that may be added to your personnel file include:

	· copies of performance appraisals;

	· core course and mandatory policy sign-off sheets;

	· internal communications regarding performance;

	· corrective action forms;

	· memorandums regarding completion of internal and outside courses;

	· record of absences from work.

	

	Personality/Psychological Profiles

	Currently, some screening and profile testing is done to evaluate the potential for an employee’s promotion, or to assess whether the employee or partner would work well with a particular group or team within the firm. The information is also used to determine whether an employee or partner has the appropriate skills or traits to perform a particular job.

	

	Computer and E-mail Access

	ABC has the capability to monitor all partners’ and employees’ computer and e-mail use. Partners and employees should understand all equipment provided for partner or employee use at work is considered to be the property of ABC, and is intended for partners’ or employees’ use within the workplace, and not for personal use. As a result, it is possible that your e-mail and computer usage will be monitored. In light of our commitment to an appropriate workplace, ABC wants to ensure that no inappropriate computer and Internet usage occurs.

	

	Disclosure of Personal Information

	Your personnel file is securely maintained in the firm’s Human Resources Department. ABC shares your personal information only with those partners and staff members of ABC who are involved in your compensation, hiring, promotion, discipline or termination. Personal information in document form is kept in secure locked offices, and computer information is maintained in secure files with very limited access. We will also commit to maintaining your privacy when personal information is disclosed to third parties (e.g., for payroll processing)

	

	Retention of Personal Information 

	Your personal information will be maintained in your personnel file for as long as you are an employee or partner of the firm. Some of the information relating to payroll and compensation must be maintained for seven years after you leave your employment or partnership, as these documents are required by law for audit and taxation purposes. Information that is not necessary for audit and taxation purposes is destroyed two years after your last date of employment or partner status.

	

	Accuracy of Personal Information

	To some extent, ABC relies on our partners and employees to update their own personal information. For example, if you have had a change of address telephone number, marital status, or if you wish to make changes to your benefits plan, you should approach the appropriate Human Resources staff member and request that your file be updated. Unless you advise ABC of these important changes, ABC has no way of knowing about them.

	

	ABC recognizes that the information we collect regarding your performance is based on opinion and evaluation. To the best of our ability, we ensure that the performance portion of your personnel file is complete, in that it contains all information related to your performance, including any documents or other information you supply to us on your own behalf. 

	

	ABC has adopted a procedure allowing partners and employees to challenge the accuracy of their personal information where they feel it is necessary. That procedure is described below under the heading “Access to Personal Information.”

	

	Access to Personal Information

	ABC is committed to ensuring that we collect only the personal information about you that we need to ensure an effective employment or partnership relationship. ABC is also committed to ensuring that information about you is accurate and up-to-date. ABC will provide you with the information we have about you when you make a written request.

	

	In some cases, ABC may not be able to provide you with all the information we have about you. This would occur if provision of the information could lead to disclosure of another individual’s personal information, where laws or regulations prevent disclosure, or where it would simply be too costly to provide the information. If we decide not to disclose some or all of your personal information to you, we will advise you of the reason.

	

	In order to ensure compliance with our privacy policy, ABC has appointed a Privacy Officer to oversee all aspects of its partner and employee privacy policy and practices. If you wish to know what information ABC currently has about you, you should send a written request to the Privacy Officer, who will respond to your request within 30 days. If you become aware that the information we have about you is incorrect, you should notify the Privacy Officer, who will review the information and take appropriate steps to address your concerns.

	

	ABC does not provide information to third parties or potential employers unless you provide us with a signed letter authorizing us to do so.

	

	Filing a Complaint

	If you are dissatisfied with ABC’s privacy policy or practices, or with the result of your request to access or correct your personal information, you should make a written complaint to the Privacy Officer. The Privacy Officer will then investigate the matter, which may require the involvement of management. The Privacy Officer will report back to you and advise you of any steps taken to correct the problem. If you are still unsatisfied with the response, you may be entitled to make a written complaint to the Federal or Provincial Privacy Commissioner (where applicable).


EXAMPLE 6

	PRIVACY NOTICE TO INDIVIDUALS

	REQUESTING INFORMATION FROM A PUBLIC ACCOUNTING FIRM

	

	ABC [Name of Public Accounting Firm] recognizes that the privacy of your personal information is important. This privacy notice is designed to explain to you what personal information ABC collects about you, and the use that information is put to. The notice will also explain how your personal information is kept secure from inappropriate disclosure or use.

	

	This privacy notice is also designed to comply with the federal Personal Information Protection and Electronic Information Act (PIPEDA).

	

	COLLECTION AND USE OF PERSONAL INFORMATION 

	

	Individual Requests for Copies of Firm Publications or Other Information About ABC  

	ABC only uses your personal information to respond to your requests for copies of ABC publications or other information about ABC and the services it offers, unless we obtain your permission to use your personal information for other purposes. For example, we would respond to an email message from you requesting information about a certain service. If we intend to use your personal email address, or other personal information you provide, to inform you about other matters, such as additional services ABC provides, we will notify you and give an opportunity to decline to receive such communication. 

	

	Use of ABC’s Web site

	You may visit our website just to browse, or to request information. If you desire, you may voluntarily register with the firm and provide personal information about yourself. This information will be used only to deliver information you request or to advise you of other services that may be suited to your needs. ABC’s Web site provides you with the capability of updating you registration information, including your indication that you no longer wish to receive information from ABC.

	

	Even if you do not register with ABC on-line, ABC has the ability to track usage of its website. We can keep track of the number of times our website is visited, as well as the server from which the site was visited. This type of general usage information cannot be linked back to you personally.

	

	DISCLOSURE OF PERSONAL INFORMATION 

	

	ABC does not supply any of your personal information to other companies for any purpose without your written consent, unless required to do so by law. 

	

	ABC shares your personal information internally with those partners and staff of ABC who need it to complete your request for information. 

	

	RETENTION OF PERSONAL INFORMATION 

	

	Generally, ABC keeps your personal information only as long as it needs to in order to fulfill the purpose for which it was collected, or as required by law. For example, if you send a written inquiry to ABC, ABC will retain your letter long enough to deal with your request, and for a reasonable time thereafter in order to satisfy itself no further follow-up is required.

	

	In some cases, ABC is required by law to keep your personal information for a specified period of time. For example, where information is collected for things such as credit or debit purchases or refunds, ABC is required to retain this information for seven years for audit purposes.

	

	ACCURACY OF PERSONAL INFORMATION 

	ABC relies on you to notify us of any changes in address or telephone number, if you wish to continue receiving information from ABC.

	

	PROTECTION OF PERSONAL INFORMATION 

	Only those partners or staff members of ABC who need your personal information to respond to your requests are given access to it. Partners and employees are provided with training and information regarding the proper handling of personal information. All information stored in our computer system is protected from access by unauthorized users. Information that is stored in document form is kept in secure, locked offices to prevent access by unauthorized persons.

	

	ACCESS TO PERSONAL INFORMATION 

	Generally, ABC will provide you with the personal information we have about you on your request.

	

	In some cases, ABC may not be able to provide you with all the information we have about you. This would occur if provision of the information could lead to disclosure of another individual’s personal information, where laws or regulations prevent disclosure, or where it would simply be too costly to provide the information. If we decide not to disclose some or all of your personal information to you, we will advise you of the reason. 

	

	In order to ensure compliance, ABC has appointed a Privacy Officer to oversee all aspects of its privacy policies and practices. If you wish to know what information Company ABC currently has about you, you should send a written request to:

	

	
Company ABC Privacy Officer

	(insert mailing address)

	(insert e-mail address)

	(insert telephone number)

	

	Our Privacy Officer will respond to your request within 30 days. If you become aware that the information we have about you is incorrect, you should notify the Privacy Officer, who will ensure the information is updated, if necessary.

	

	FILING A COMPLAINT

	If you are dissatisfied with ABC’s privacy policies or practices, you should make a written complaint to the Privacy Officer. The Privacy Officer will investigate the matter and take corrective action where necessary. The Privacy Officer will then report back to you and advise you of any steps taken to correct the problem. 








�   The privacy legislation of a province, which needs to be at least equivalent to PIPEDA, may address the privacy of employee legislation. The firm should consider obtaining the advice of legal counsel regarding this matter. 





